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1. Originator 2. Log Date: 3. CCR & 4. 5 Tal: 8. Am & | 7. Dept.
Raw:

Hairy Bagz oS ocT bod oo-09%0 | ==5-102s 21010 SED

B. CCR Title: Install test executable to fix telnetd dasmon security bug on |RIX 6.2 and 6.5.x machings,

9. Originatar SI:FH?'IIII'&"E

SNy [ 20 2

¥ 10, Class

% 5 11, Type:
/0 (D acp e, )

CCR

12. Nead Date: 10-10-2000

13. Office Manager Signature/Data

14. Category of Change:

15. Prierity: (If "Emeargemncy”

+ ; o g a o i i _ fill In Block 28)
Pl F;_f? f,«i\jﬂjﬂ_é_ fel S/ 2 00 Initial ECS Basaline Doc in/
16. Dmungammimﬂmﬁingu Impacted: . 17. Scheduls 18, Cl{s) Affected:
eF il = TEA - & "-’r'IIIII qulli— T L= & 5" Ged— Th =i Impact:

18, Aelease Affected by this Change:

54, 58

20, Date due to Customer: | 21. Estimated Cost:

MNang - Undar 100K

22, Source Reference:  [EINCR (attach) || Action ltem [<]Tech Ref.
ECSad?B07E, SG1 Secuiy Advispry # 20000801-02-P, Septemeber 12, 2000

GSFC  [Other:

23. Problem: [use additional Sheels if necessary)

5G| reported that exploitable buffer ovarflow has been discovered in telnatd dasmon which can lead to reot compromise, A local
usar account on the venerable systems is not required in order to exploit this telnetd dasmon Boeg. The telnedd daemon can be
exploited remotely over an unetrusbed network,

Attach are the SG1 Security Advesory and palch redease nobes

24, Proposed Solution: (use additional sheets if necessary)

501 has released a patch for IRIX 6.2 and B.5.X to T this expleftable buffer overfiow bug. The patches would be install Bke any
othar 5G| software produsct via the miniroot form of the software installation tools, At the Inst= propmpt, type ‘install patch
SG0004050' for 1B1X 6.2 systems and 'Install pateh SGOD04060' for IRIX &.5.x systems.

far= 1448036500 40960  patch4050.tar = 3292085620 1208320

25, Altarnate Solution: (use additional sheats if necessary) o _
Turn off telnet sarvices for all 3G platforms will prevent the explol. This howesar might impact on maintenance, as # will requirea
logging in on the system consoka,

26. Consequences if Change(s) are not approved: (use additional sheets if necessary)
Any SGI machine thal can be access from outside ECS space can be exploited and compromise with very harmful results, One
551 maching that |s root compromise would 1hen open all the other machines to attacks. Production could be impacted saverely,

27. Justification for Emergency (If Block 15 is “Emergency”): _ :
A large number of NASA systems have already been compromised. This patch needs o be installed immediately on

any EGS 5G| that is connectad to the DAC user LAN,

28. Site(s) Affected: LJEDF [QPVC [DQVATC [QEDC [ GSFC [MLaAC [NSIDG [SMC [lak LIJPL

[JEGE []IDG Test Call [ ]Other

29. Board Comments: 30, Work Assigned To:
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31. CCR Closed Date:

32 alr (Sign/Date): Disposition: Approved App/Com. Disapproved Withdrew Fed/ESDIS
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34, CCB Chair (Sign/Data): Disposition: Approved App/Com.  Disapproved Wahdraw Fwd/ESDIS
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831 Security Advisory

Title: IRIX telnetd vulnerability
Mumber: 20000801-02-F
Dabe: Sepbember 12, 2000

8GT provides this infarmation freely to the 58T user community for iks
considaeration, interpretation, implementation and use. BGI recommends
that this infermation be acted upon as soon as possible.

8G1 provides the information in this Security Adviscory on an "AS-IS" basils
anly, and disclaims all warranties with respect thereto, express, implied

ar otherwisze, including, without limitation, any warranty of merchantability
or fitness for a particular purpose. In no svent shall 5GI be liable for
any loss of profits, loss of business. loss of data or for any indirect,
gpecial, exemplary, incidental or consequential damages of any kind arising
from your use of, failure to use or ilmproper use af any of the instructions
or information in this Security Advisory.

- === Update Info =---

Due to a patch packaging error, patch 4044 required an unnecessary reboot
after inetallation of the pateh, Pateh 4080 has been released which has
the same telnetd binary fix, but the patch has besn marked not to reguirae
a reboot after installakcion.

If you hawve installed patch 4044 and rebooted, there is no need to install
patch 4060,

The S6I patch server sites are being updated to provide only the corrected
packaged patch 4080.

The chacksums below hawve been updated to reflect the current
packaged pateh 4060 walues,

The Last Stage of Delirium Group (http://lsd-pl.net/) has reported
wia BUSTRAD that an exploitable buffer overflow has been discovered in
telnstd dasmon which can lead te a root compromige.

25T has imvestigated the lssue and recommends the following steps for
neutralizing the exposure. It is HIGHLY RECOMMENDED that these measures

be implemented on ALL wvulnerable SGI systema. This issue will be
corrected in future releases of IRIX.

The telnetd daemon is insctalled by default on IRIX.

A Iloeal user account on the vulnerable aystem is neot required in order
to exploit telnetd daemon. The telnetd daemon can be exploited remotely
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oyar an untrusted nectwork.

The exploitable buffer averflow vulnerability can lead to a root compromise.

This telnetd buffer overflow vulnerability was reparked by LSD on BUGTRAD:

http://msgs.securepoint . com/cgi-bin/get /bugtragidos 152 (heml

httpr/slsd-pl.net/files/gec?IRIX/irx_telnetd

This telnetd wulnerability has been publicly discussed in Usenet newsgroups
and mailing lists.

Althouwgh patches are available for this issue, it is realized that
Ehere may be sitvations where insealling the patches immediately may
not be possible,

The steps below can be used to disable the telnetd dasmon ta prewvent
aexplolitacion of this vulnerability until patches can be installed.

Disabling telnetd daemon will disable the telnet service.
1) Becoma the reot user on the System,
% /binsu -

Pasasword:
¥

2) Edit the file /etc/inetd.conf (for IRIX 5.3 and® lowar,
edit fuer/etc/inetd.conf) with your favorite text sditor.
Place a "#" a=s the firet character of the line to comment oubt
and deactivate the telnetd dacemon.
¥ vl Jetefinetd.cont
{Pind the fellowing line}
telnet stream tcp nowait root  fusr/etc/telnetd telnetd
{Place a *“#*" as the first character of the telnet line}

#talnet stream tep nowalt root  Jusr/etc/telnetd telnetd

{Save the filea}

1} Poree inetd to re-read the configuration file.

# fetoskillall -HUPR inecd

4) Kill any existipng telnerd process.

# fetec/killall telnetd

5) Reburn bo previous lewvel.
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Patches
sarvice/
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# exit

%
lucion ===
reion Vulnerable? Pacech # Octher Aoticns
e 9« unknown Kota 1
d.x unkoown Hota 1
5.0.x unknown Hote 1
5.1.x unknown Hote 1
5.2 yes net avail  Mobe 1 & 3
5.3 yes in progress HNote 1 & 3
&.0.% vas not avail Hote 1 & 3
6.1 vas not avail Hote 1 & 3
6.2 YEs A050 Hote 2 & 3
£.3 wes in progress Note 1 & 3
&4 ¥as in progress Note 1 & 3
6.5 Yoz LA060 Kote 3 & 4
5.0.1 WERE 4080 Kota 3 & 4
&, 5.4 Y 4060 Hota 3 & 4
6.5.3 yes 4060 Hote 3 & 4
£.5.4 yes 4060 Hote 3 & 4
6.5.5 YEs 4060 Hote 3 & 4
6.5.6 ¥as 40a0 Hote 3 & 4
6.5.7 Yas d06d Kote 3 & 4
6.5.83 YRS 4080 Hote 3 & 4
6.5.9 Yei 4060 Hota 3 & 4
6.5.10 o Kota 5

This wersion of the IRIX operating has been retired.
Upgrade to an actively supported IRIX cperating system.
See http://support.sgl.com/irix/news/index. htmlipelicy
for more information.

Thizs wersion of the IRIX aperating system is in maintenance mode,
Upgrade to an actively supported IRIX cperating system.

gee http://support.sgl.com/irix/news/index.htmlépolicy

for more information.

Ses "Temporary Solubion® section.

If you hawve not received an IRIX 6.5.X CD for IRIX 6.5, contact your
SEI Support Provider or download the IRIX 6.5.X Maintenance Release

Stream from htkp://support.sgi.com/ or
ftp: //patches. sgl.com/support/relstream/

TRIX %.5.10 is scheduled to be released in the October time-frame.

are available via the web, ancoymous FTP and from your EGI
support provider.

SGI Security Advisories can be found at: ; ;
http: / fwww. 2gl.com/suppartfeacurity/ and ftp:/sifegigate.sgl.com/security/

SGI Security Patches can be found at: _
htbp: ! fwww. 2gi.com/ support/gecurity/ and ftp://sgigate.sgi.com/patches/
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EGI patches for IRTIX can be foaund at the following patch servers:
http://support.agi.comfirix/ and ftp://patches.agi.com/

S8GT freeware updates for IR1X can be found at:
http: //freaware.sgi . com/

8GI fixes for SGI open sourced code can be found on:
http: /foss, sgi, com/projects/,

B3I patches and REPMs faor Linux can be found at:
heep: / fauppore.egl  com/1imnkS and eclick on patches link or
heep: /fose.egi.com/projecta/agilinux-combined /downloads/securicy-Lixeas/

B3I patches for Windows NT or 2000 can be found at:
http: / fsupport.sgi.com/nL/

IRIX 5.2-6.4 Recommended/Regquired Patch Bets can be found at:
http: //support.sgi.com/irix/ and ftp:/ /patchas.sgl.com/support/patchset/

IRTY 6.5 Maintenanse Releage Streams can be found ab:
http: //support .sgil.com/irix/ and ftp://patches_sgil. com/suppork/relstrean,

The primary SGI anonymous FTP site for security information and patches
iz sgigate.sgi.com {204.94.209.1). Security informaticn and patches can be
found in the ~ftp/security and ~ftp/patches directories, respectively,

For securikbty and patch management reasons, ftp.sgl.com (mirror of agigate) lags

behind and does not de a real-time update of ~frcpfsecurity and ~ftp/patches

#HiAd Patch File Checksums $####

The actual patch will be a tar file containing the following files:

Filename: patchsqlo04050

Algorithm #1 (sum -r]l: 29875 17 pacchsSG0004050
Algorithm 2 [(sum): 63516 17 pacchsG0004050

MD5 checksum: CA4MBZDESORDBCORRCTICI1I6T11EFFTEE
Filename: patehSE0004050 . eoe_man

Algorithm #1 {(sum -r}: 60740 74 pacchsc0004050. e0e_man
BElgorithm #2 (sum): 15811 74 pacchsc0004050.e08_man

MOE checksum: C45BLAT24ACOFEIFLOGOBETI104AGREE

patchsSE0004050 , aoe_sw
47453 1976 patch5G0004050 ., eoe_sW

Filename:
Algorichm #1 (=um -r]:

Algorithm #2 (=um): 451E7 1376 patchSG0004050 . eoe_=w

MD5 checksum: AD9T27ESRACIPSZDESFIECTFARIDSCT
Filaname: patchSE0004050 ., eoe_swaid

Algorithm #1 (sum -r}: 49560 104 patchSEl004050 . ece_swbd
Algorithm #2 (=um): 38961 104 patchSE0004050. ece _swod

MD5 checksum: 6SA02D0S62E0FPA17523 6302 TEACEOTFL
Filsname: patchsca004050 . 1db

Algorithm #1 (=sum -r}: 55544 16 patchS30004050.1idb

Algarithm #2 (=sum): 31605 16 patchSG0004050.1db

MDE checksum: 143E7D4R9EZSERD4AAFASDS0AFCAFFER
Filenama: patchse0004050 . netman_data_man
Algorithm #1 (sum -¥r}: 56900 15 patchS30004050 . netman_data_man
Algorithm #2 (sum): 58999 15 patchSE0004050 . netman_data_man

MDA checksum:

Filenamsa:

42BEE35ET002813967F637EIRBOG4D3AS

patchaGO004050.nfs_man

TRUTLAS AN 10 P



5 F

<

Algorithm #1 {(sum -r}:
Algarithm #2 {(sum):
MDS5 checksum:

Filenams:

Algorithm #1 (sum =-t¥}:
Algoricthm #2 (=sum):
KOS5 checkaum:

Filename:

Algorithm #1 [sum -T):
Algorithm #2 [(sum):
HDS checksum:

Filename:

Algoricthm #1 [sum -¥):
Algorithm #2 [sum}:
MD5 checksum:

Filenamsa:

Algorithm #1 {(sum -r):
Algeriths #2 {sum):
MD5 checksum:

Fllenams:

Algorithm #1 {sum -r):
Blgoerithem #2 {(sum):
MDs checksum:

.a ﬂ
05186 17 patchsSE0004050 . nfa_man

41113 17 patch3G3004050 .nfs _man
FOOOETATECOIDCELF1ZFIANS4EFADELRE

patchec0004050 . nfa_sw

48229 43 patch5E0004050. . nfs sw
63547 43 patch5G0004050.nfs_sw
093BE3SEDCYEARIDGBODSL4149BEDLIFD

README.patch. 4060

25834 8 README.patch.4080

56040 8 README.patch.4060
10F3FZRD2IETOZE4TOA9TFETA41AZAER

patchsG0004060

04186 3 patchecdd0d0e0

43337 3 patchsc0004080
BCTSSEODTB11SAZII1CIBAIBETOS0AGA

pabchSGO004060 . eoa_sw

45231 59 patchSG0004060. eoe_sw
33048 59 patchSG0004A060 . aoe_sw
3405CDEYEDAYEEE10FZ5B92D1LE30CE52

patchsc0004060. idb

53422 1 patchsc0i4060.1idb

34568 1 patchsc0004060.idb
2BIFE3T2DCA3SSCTARETECOOF IBEA4BA
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86T wisghes to thank the usera of the Internet Community at large for their

agsistance in this matter.
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1f thers arse guestions about this document, email can be sent to
cee=gecurity-alert@sgl , com.

SGI provides security information and patches for use by Che EntiIEIEGI
compunity. ‘This information is freely available to any person needing
the information and is awvailable wvia anonymous FTP and the wWeb.

The primary 5GI anonymous PTPR site for security information and patches
is sgigate.sgi.com {204.94.309.1). Security information and patches
are located under the directories —-fep/security and -~ftp/patches.
ragpectively.

The 5GI Security Headguarters Web page is accessible at the URL:
nttp: / fwww . 3g1.com/ suppart/securlicy/

For issues with the patches an the FTP sites, email can be sent to
cge-gecurity-alert@sgli.com,

For assistance cbtaining or working with security patches, please
contact your 831 support provider.
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%G1 provides a free security mailing list service called wiretap and
encourages interested parties to self-subscribe to receive (via email) all

85I Security Advisories when they are released. Subscribing to the mailing
list can be done wvia the Web (http:/ www.sgl.comfsupport/security/wiretap.html)
or by sending email te S5GI as outlined below.

% mail wiretap-requestBsgl.com
subscribe wiretap <YourEmailiddress:
end

“d

In the example above, <YourEmailaddress> is the email address that you
wish the mailing list information sent te. Thae word end must be oo oa
geparate line to indicate the end of the body of the message. The
control-d {(*d) 15 used to indicsake to the mall program that you are
finished composing the mall message.

—————— og-———==

23l provides a comprehensive customer World Wide Web site. This site is
located at http://www.sgl.com/suppoct/security/

Por reporting *MEW* SGI security issues, email can be sent to
sacurity-alert@®sgi.com or contact your SGI support PIﬂW%ﬂEr~ s
support contract is not reguired for submitting a security repart.

This information is provided freely to all interested parcies
and may be redistributed previded that it is net altered in any
way, SGI is appropriately credited and the document retains and
includes its wvalid PGP signature.

————— BEGIN PGF SIGHATURE-----
Veraion: 2.5.2

Lo VaWBOLE LpTO4cFAPAPT SADEMWg P/ SHE3 560 1dsT+B/HIpHTEZcET 22 wpkvld
g/SASCRZPOINT Iwye LEFWIwB9GELS /LivAv/ 1 +TeXddme+9a%1 9CiFInBH1pV+5g
HyOLKg4442HEF /WucaSrparatYXoBhPs2npUplRuZrvglitibessa [BEggysBIT
Pe+WEXaihag=

=2TLg
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